Organizer

iINNoXcell

Advanced Open Source Intelligence
and Online Investigations
Training 2018

What You Will Learn

. Advanced Online Search Methods and Techniques

. Find Hidden Information by De-constructing Web Pages

o Today's "'Deep Web": New Developments in Public
Directories and Specialized Databases

o Maintaining Personal and Operational Security: Privacy
and Encryption Tools for Devices and Computers

. The Search "Filter Bubble": Tactical Advantage or Hindrance

. Crowdsourcing and Real Time Internet Intelligence

Opportunities and Threats

. Investigating the "'Dark Web": Finding Contraband
Marketplaces, Hidden Criminal Activity and Threats to
Public Safety

. Critical Thinking, Cognitive Biases and the Inteligence
Analysis Process

o Linking Entities and Non-Obvious Relationship Analysis
(NORA)

. Intfroduction to Online Threat Assessment and Cyber-
Psychology

. Social Media Psychology:; Strategies for "De-anonymizing"

Social Media Users

. The Latest Tools for Collecting and Analyzing Social Media
Inteligence

. Geolocated Social Media Search and Collection
Techniques

. Capturing, Organizing and Storing Web Based Evidence

for Criminal and Civil Cases

Who Should Aftend

. Law Enforcement and Public Safety Federal Agencies
. Security and Intelligence Professionals
. Financial Crime Compliance and Analysis Managers

and Personnel

. Threat Assessment Specialists

. Fraud and Risk Examiners

. Regulators and Legal Practitioners

. Any Professional with a “need to know”!

More information,
please confact us at
+852 3700-5211 or
rebecca@innoxcell.net



Advanced Open Source Intelligence and

Online Investigations Training 2018

COMPREHENSIVE 2-Day ADVANCED TRAINING Course

2-Day Curriculums

Advanced Open Source Intelligence and
Online Investigations 2-Day
9:00am- |* Mapping the Future: OSINT Collection Case Studies and Practical Research
10:30am in a Rapidly Changing World
Privacy and Security Online: Addresses,
Search Engine Advanced Tools And Web Beacons, Proxy Servers, Meta
Techniques Data and Traffic Pattern Analysis
Country Specific Redirects and .
Conducting "Non-impacted Searches' The Tor Project and the "Dark Web'
Taking Advantage of New Online Threat Assessment and Cyber
Developments in Browser Technology Psychology
Coffee Break
1]%:%%@'” - "How You Ask The Question": Foreign Online Radicals: The Psychological
oopm Language Search Pathway in Radicalization and Terrorism
Beneath the Surface: Investigative
Advantage through Web Page Monitoring and Alerting Technologies for
Deconstruction the Online Investigator
The "Deep Web": New Developments in
Public Directories and Specialized Collating Online Content and Collecting
Databases Evidence
Lunch
1:00pm- ) . .
3:00pm Crowd Sourcing and Real Time Social Media In‘rglhgence (SOCI\/”NT):
Information Tools and Techniques
Advanced People Search Techniques Still Relevant After All These Years: Topic
Understanding URL's, Infernet Domains Specific Discussion Forums and Boards
Social Media Psychology: De-
WHOIS Tools and Shortcuts
Y Anonymization and Identity Disambiguation
Tools for Collating Web Sourced Content
Coffee Break
E’ESSEQ' - Objectively "Connecting the Live Monitoring
:rjw(’r);ii: (e:r?ggll\r/weoﬁ S:Ieasrgcnedss’rhe Geofences & Conducting Location
N (g)b . 2 ny Hio AnGlvs Specific Social Media Search
on-Obvious Relationship Analysis , , ,
("NORA", Associations and Predictive Social Media Meta Data Analysis
Patftern Analysis Open Discussion & Course Wrap Up
Effective Research Planning and
Investigation Management

More information, please contact us at +852 3700-5211 or
rebecca@innoxcell.neft




Advanced Open Source Intelligence

. o . REGISTRATION FORM
and Online Investigations Training 2018

Registration Cost:

USD$2,400 net per person for 2-day advanced training + comprehensive collection of
fraining materials

Sydney Hong Kong Singapore
20th & 21st March 2018 156th & 16th May 2018 23rd & 24th May 2018
Delegate 1
First Name: Last Name:
Organization: Job Title:
Address:
Tel: Email:

Supporting Organization / Media Partner: (exclusive discount applicable)
| am a member / subscriber of association / media partner. Membership Number:

Signature:

Delegate 2

First Name: Last Name:

Organization: Job Title:
Address:
Tel: Email:

Supporting Organization / Media Partner: (exclusive discount applicable)

| am a member / subscriber of association / media partner. Membership Number:
Signature:

Delegate 3

First Name: Last Name:

Organization: Job Title:
Address:
Tel: Email:

Supporting Organization / Media Partner: (exclusive discount applicable)

| am a member / subscriber of association / media partner. Membership Number:
Signature:

Payment Instruction for Bank Transfer (HKD ONLY):
Bank name: HSBC Hong Kong Bank

Bank Address: 1 Queens Road Central, Hong Kong
Bank account no: 411-756-711-838

Account holder name: InnoXcell Limited

Swift Code: HSBCHKHHHKH

Payment
By Credit Card:
Please charge my AMEX / VISA/ Mastercard No: |_|_I_|_ TPl
Amount HKD/USD
Cardholder’s Signature: Name of Card Holder:
Expiry Date: / Sec. Code:

Booking Terms & Conditions

-

. Registrations are confirmed when we send a written confirmation via email or fax. If you have not received a booking confirmation prior to the commencement of the course, it is the delegate’s responsibility to contact
InnoXcell Limited to confirm their place.

. Payment must be received, in full within 7 days of receiving the invoice.

. InnoXcell Limited reserves the right to withhold entry to the conference if payment has not been received in full.

. Cancellations must be received in writing. 30% of the conference fee will be charged if cancellation is received one month BEFORE the conference. 100% of the conference fee will be charged if cancellation is
received WITHIN one month of the conference.

. If you are unable to attend the conference, a substitute delegate is welcome at no extra charge.
No Refunds will be given and no shows will also be charged in full.

. The conditions are subject to change without prior notice.

HwWN

~N oo

Tel: +852-3978-9999  Fax: +852-3585-7299 Email: enquiries@innoxcell.net

InnoXcell Limited Address: Unit A, 10/F, Casey Building, 38 Lok Ku Road, Hong Kong iNnnoXcell






