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Undercover and  
Covert Operations
Law Enforcement / Defense Sector Services

Undercover and Covert Operations - Basic   2 Days 

• Comprehensive	Surface,	Deep	and	Dark	Web	Search
• Basic	and	Advanced	Social	Platform	Search
• Conducting	Online	Threat	Assessments
• Physical	and	Virtual	Privacy	and	Security
• Proactive	and	Reactive	Risk	Considerations
• Advanced	De-Anonymization	and	Identity	Disambiguation
• Geo-Location	Identification	of	People,	Places	and	Things
• Data	Analysis,	Confirmation	Bias	and	Group	Dynamics
• Facial	Recognition	and	Reverse	Image	Search
• Detecting	Photo-Shopped	Images
• Mobile	Online	Communication	and	Devices
• Targeting	Surveillance	and	Monitoring	Techniques
• Secondary	Targets,	Associations	and	Predictive	Pattern	Analysis
• Advanced	Data	Security	and	Encryption
• Live	Online	Communication

The employment of deception for the purposes of gathering evidence requires 
in-depth knowledge and confident application of a broad range of skills, tools and 
techniques to ensure the integrity and success of undercover and covert operations.

The Internet, including mobile communication devices, must form an integral part of 
the planning and execution of all online or offline undercover operations, regardless 
of their scope or scale. Social networks, web logs, websites and other online 
information sources can quickly compromise undercover personnel if not carefully 
considered during the planning phase and implemented appropriately throughout.

As well as presenting new threats to UC operations, online technology can also 
provide new opportunities. Properly conducted online research can be used 
to provide information on individuals, groups and organizations that can be 
essential in crafting robust cover stories, while properly placed online information 
can serve as an effective backstop for a cover story and serve as additional 
intelligence gathering sources.

Restricted to security screened personnel only, Undercover and Covert 
Operations is a proven training program specifically designed to introduce 
undercover operators and support personnel to the Internet technologies and 
techniques that are necessary for the safe and successful development and 
execution of all online and offline covert or undercover operations.
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About TII:
With a global client base ranging from 
government agencies to members 
of the Fortune 500, Toddington	
International	Inc.	(“TII”) has been 
enabling its customers to find and use 
online information more effectively 
since 1997.

Backed by over a decade and a half 
of experience providing advanced 
Internet intelligence services to a 
range of law enforcement agencies, 
in addition to private sector clients in 
the financial services, petrochemical, 
pharmaceutical and manufacturing 
industries, TII develops and delivers  
comprehensive, highly acclaimed class-
room-based and e-learning programs 
that enable frontline investigative and 
research professionals to find	better	
online	information,	in	less	time,	at	
less	cost,	with	less	risk™.

Our team of trusted associates 
includes highly qualified investigators, 
intelligence analysts, psychologists, 
educators, legal practitioners and 
other professionals, all of whom 
maintain the highest standards of 
integrity.

mailto:?subject=training%40toddington.com
http://www.Toddington.com

